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1 GET /808/81§ HTTP/1.1 =
Host: 8f928558—866-U0c5-bfc3-cc28299a10df . challenge. ctf. show IFEYIERG I
Sec-Ch-Ua: "Chromium";v="127", "Not)A;Brand";v="99" R
Sec—Ch-Ua-Mobile: 70

Sec-Ch-Ua-Platform: "Linw

Accept-Language: en-US

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (HHTML, like Gec

Chrome/127.0.6533.100 Safari/537.36

Accept:

text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp, image/apng,*/*;q=0.8, application/sig
ned-exchange;v=b3;q=0.7

10 Sec-Fetch-Site: none

11 Sec-Fetch-Mode: navigate

12 Sec-Fetch-User: 71

13 Sec-Fetch-Dest: document

14 Accept-Encoding: gzip, deflate, br

15 Priority: u=0, i

16 Connection: keep-alive

WI0 g EWN

h=l




Burp MH Intruder WigH =

&% T Intruder & C 0 Sequenc 1 X 1 Organizer  § /R

HiEM-—4Hpayload(Battering ram)
Tl d, ¥

Wit (el

$HIFE- 8 MPayload k& (Clustel

Sec- pa %, BAEUN

Sec-_
Sec—-Ch-Ua-Platform:

Accept-Language: en-US

Upgrade-Insecure-Requests: 1

User—Agent: zilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
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t/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp, image/apng,*/*;q=0.8, application/sig
ned-exchange;v=b3;q=0.7
18 Sec-Fetch none
11 Sec-Fetch-Mode: navigate
12 Sec-Fetch-User
13 Sec-Fetch-Dest: document
14 Accept-Encoding: ip, deflate, br
15 Priority: u=0, i
16 Connection: keep-alive
17

18
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HTTP/1.1
558-1866-U0c5-bfc3-cc28299a10df.challenge.ctf.show
Sec-Ch-Ua: "Chromium";v="127", "Not rand "ogn
Sec-Ch-Ua-Mobile: 70
Sec-Ch-Ua-Platform: " X"
Accept-Language: en-US
Upgrade-Insecure-Request 1,,
User—-Agent: Mozilla/5.@ (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/127.0.6533.100 Safari/537.36
Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif, image/webp, image/apng,*/ application/signed-exchange;v=b3;q=0
7
9 Sec-Fetch-Site: none
Sec—Fetch-Mode: navigate
2 Sec-Fetch-User: 71
Sec—Fetch-Dest: document
Accept-Enco ip, deflate, br
Priority:
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ESALET
HTTP/1.1 200 OK
Server
g 08 GMT
Content-Type: text/html; charset=UTF-8
Connection: keep-alive
X-Powered-By: PHP/7.3.11
Access-Control-Allow-Methods: GET,POST,PUT,DELETE,OPTIONS
Access-Control-Allow-Credentials: true
Access-Control-Expose-Headers: Content-Type,Cookies, Aaa,Date,Server,Content-Length,Connection
Access-Control-Allow-Header
DNT, X-CustomHeader, Ke Li s ent,X-Requested-With, If-Modified-Since, Cache-Control,Content-Type, Authorization, x—auth-token, Coo
kies, Aaa,Date,Server, Content-Length, Connection
Access-Control-Max-Age: 1728000
Content-Length: 45
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